
 

WARNING 
 

E-Mail Fraud 
 
If you receive any e-Mail messages such as the one below, or e-Mail messages similar 
to it in which someone is impersonating an employee at the Canada Revenue Agency 
and asking you to contact your bank and provide information by e-Mail, do not reply.   
 
These messages have all the warning signs of fraud because of the incomplete or 
suspicious information, the poor quality of the logo reproduction, or in this case, a 
federal government e-Mail address which is incorrect and not bilingual.   
 
These types of e-Mail messages are “scams” from people who want to steal your money  
and/or your personal information.  Exercise caution at all times.  Delete these 
messages from your e-Mail in box immediately upon receiving them. 
 

 

From: Canada Revenue Agency [id98912@cra.gc.ca] 

 

To: 

 

Cc: 

 

Subject: BMO Bank of Montreal Online Banking: Security Message 

 

 
 

TERMS AND CONDITIONS VIOLATION! 
According to your Terms and Conditions account, incomplete personal information will limit your BMO 
MasterCard Self-Serve account access if no verification will be made in the following 48hours. 
For security reasons we advise you to correct / update / verify your personal information by Sign in..  
 

 
 
This email was sent to {email}  

 

Fraudulent e-Mail Message 

http://www.bridgeagency.pl/www1/Mastercard/

